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Dedicated Versatile Network

The Direct Packet Research Secure Dedicated Versatile Network System is a
turn-key solution which allows industry standard VPN technologies access to
the Secure IPC Community. The solution consists of the Secure Dedicated
Versatile Network (DVN) Server, Secure Endpoint Manager (SEM), Secure
IPC Controller and an IPC Router. The Dedicated Versatile Network System
provides the basis of a secure, robust and easily managed remote IP video
and/or audio (VolP) communications environment with a multitude of

functionality.

. Single stream TCP port
0 Default port 443, An alternate port may be selected

. Industry Standard VPN Connections

. Security
0 AES 256 bit Encryption
0 MPPE

0 Encapsulated TLS/SSLv3 TCP only traffic
0 Block and restrict IP Address

0 Integrated Firewall functionality

0 Preserve confidentiality

0 Signaling and transmission validation

0 User and device authentication

0 Facilitate IP communications without bridging networks

. Protocols
0 HTTP
0 HTTPS
0 FTP
0 TFTP
o SSH
o  PPTP
o TELNET
0 SNMP
o  RADIUS
0 LDAP
0 XMPP
0 PLCM-GAB

. Application examples
0 Remote Education - Teacher/Student
0 Remote Telehealth - Doctors/Nurses
0 Remote Executives
0 Remote Workforce
o WebGUI
0 Intuitive Interface
0 SSL-HTTPS
0 SSL certificate management
0 IP Access control

0 ACL - manage user permissions per device
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Connect up to 10 VPN Client Connections
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Connect up to 100 VPN Client Connections
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