Deploying CMA Desktop clients in Disparate Networks




About this Supplement

Polycom and Polycom CMA are trademarks of Polycom, Inc.
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This document describes how to configure a directPacket IPC community and Polycom CMA Server to facilitate seamless
communication and integration of remote Polycom CMA Desktop clients and provisioned Polycom HDX endpoints.
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This scenario utilizes the directPacket IPC-R unit as the H.323 gatekeeper. Other scenarios utilizing the CMA server H.323
gatekeeper may be used, but are not covered in this document.

The H.323 dial plan should be defined prior to proceeding. In this example, each network or site with more than one endpoint will
have a prefix. Networks with only one endpoint will use a specific E.164 number and/or H.323 ID.

In this example, the Secure Endpoint Manager located in Network A will handle all provisioning data from remote CMA Desktop
clients. The H.323 signaling and media for all CMA Desktop clients will be handled by the directPacket IPC community devices.
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The IPC Community is made up of a single IPC-Controller (IPC-C), a Secure Endpoint Manager (SEM), one or more IPC-Routers
(IPC-R), and/or one or more Remote Executive Office (REO) units. The IPC-C is placed on the external internet cloud while the
IPC-R(s) and REO(S) units are placed on internal networks.

Network A is the main network consisting of the following:

e An IPC-Controller on the public internet with a public IP address

e  An IPC-Router inside the network acting as a gatekeeper for local H.323 traffic.
e  CMA Server.

e  Various CMA Desktop clients, and various H.323 Endpoints.

Network B — this is a remote location consisting of the following:
e An IPC-Router communicating with Network A’s IPC-Controller, which acts as a gatekeeper for H.323 traffic and as a
provisioning server for CMA Desktop clients.
e  Various CMA Desktop clients, and various H.323 Endpoints.
Network C — This is a remote client in a hotel, in a home or remote office.
This network consists of a REO HD unit, connecting a CMA Desktop client and a video endpoint.

Network D — This is a remote client in a hotel, in a home or a remote office.

This network consists of a REO unit, connecting either a single CMA Desktop client or a single video endpoint.
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Summary: This section will outline how to establish the STNS stream between directPacket devices.

Checkist:
You need the following directPacket devices:
IPC-Controller
Secure Endpoint Manager
IPC-Router and/or REO units.
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SEM

Skip this section if you: Y foes g J—
Already have an established STNS Community. e

What is not covered in this section: <>

Network Configuration of the directPacket IPC devices.
Connecting REO Units to the IPC-Controller.
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Log on to the IPC-Controller. Atiome
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Enter the IP Address or host name
of the IPC Controller.

If you are using a proxy server, enter
the address and TCP port of the
HTTP proxy server and
authentication information if
necessary. Otherwise, leave them
blank.

Scroll to the bottom of the page and
click Connect. Watch your
browser, and do not navigate away
from this page. This process can
take up to 120 seconds.

Once completed, the IPC-Router and
IPC-Controller are communicating
through the STNS stream.

These steps will need to be
performed for any additional IPC-
Routers in the local or disparate
networks.

Next, log into the SEM server and
perform the same steps as the IPC-
Router to establish the STNS stream
to the IPC-controller.

To verify the connections from the
IPC-Router and SEM server, log into
the IPC-Controller.

Navigate to Networking —
Enterprise Front End STNS and
Manage. Under the Manage
section, there will be Currently
Active Units listed. The IPC-R and
SEM units, along with any other
REOs or IPC-Rs will be listed here.
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Remote Administration

Once the STNS stream is established

between the IPC-C and the IPC-R(s) =
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Summary: This section will outline how to establish the H.323
transport between video endpoints and IPC devices.

Checkist:

STNS Stream established between IPC-C and IPC-R or REO Units.
Secure Endpoint Manager

IPC-Router and/or REO units.

Skip this section if you:

Already have an established STNS Community.

Already using the IPC-Routers as a gatekeeper for H.323
registrations.

Already have a dial plan configured in the STNS

community.
aireciPacket
Log into the IPC-Controller. Research
In the left hand navigation pane, Qf?;;m
choose: Transport R i
Configuration and then H.323 {1 canaaan
Configuration. ; ey
Puleaout
H.323 Configuration
Change the Gatekeeper to a unique B Conn | £18 St ot | rdonst O | pcbe Qe
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Click Start/Restart. 3 ) i e s e
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Next, log into the IPC-Router.

In the left hand navigation pane,
choose: Transport
Configuration and then H.323
Configuration.

Change the Gatekeeper to a unique
name. For example: FEGatel,
FrontEndGK1, FEGK1

Click Start/Restart.

Navigate to Transport
Configuration, H.323
Configuration. Click on Save,
then Start/Restart Gatekeeper.
At this point, the gatekeeper will
restart and the endpoints will
register to the IPC-Router.
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Save

The gatekeepers are now running on the directPacket IPC-C and
the IPC-R(s). The IPC-Controller needs to know how to route
calls to the appropriate network by means of the IPC-Router.
This is performed through hierarchy.

In hierarchy, the IPC-R will tell the IPC-C which endpoints or
prefix it manages.

When an IPC-R has a prefix, the
IPC-C will send any calls beginning
with that prefix to the corresponding
IPC-R.

E164 775533

IPC Router ::

IRC Contraller

E164: 775544

IPC Reuter

E164: 775533

E164 Prefix: 7755 : @
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To configure hierarchy and add
prefixes, log into the IPC-R.
Navigate to Transport
Configuration — H.323
Configuration and then
Hierarchy Setup.

Place a checkmark in the Auto
Configure for STNS and click
Auto Configure. The E164’s for all
registered endpoints will show up in
the E164 digits field. Remove any
E164 which you do NOT wish to
traverse the firewall.

You will also want to add any
prefixes for endpoints and CMA
Desktop clients connecting through
this IPC-Router.

Prefixes can be added at this time if
desired. Click Save and then
Start/Restart Gatekeeper.
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Backup Configuration

Himrarchy Selup

Parenl Galekeeper Neae @ STNS
Prefixes (Uptional):

Enter prefixes to send 1o the parent. Comma separate
each prefx
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| Save
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Next, perform the same steps with each IPC-Router in local and disparate networks.

Next, verify your endpoints by
navigating to Transport
Configuration, H.323
Configuration, and List
Endpoints.

Verify the endpoints on the IPC-
Controller. Each endpoint will be
registered under the associated IPC-
Router.
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Summary: Configure master SEM unit and Endpoint Management modules.

Checkist:

You need the following directPacket devices:

IPC-Controller

Secure Endpoint Manager
IPC-Router and/or REO units.

Skip this section if you:

Already have an established STNS Community with a fully configured SEM

What this section does not cover:

This section does not cover IP configuration of SEM, nor any remote administration functions of SEM.

First, we will configure the remote
IPC-Routers. In the given example,
this will be Network B.

Perform the following steps for each
of the IPC-Routers and REO units in
your STNS community.

Log into the remote IPC-Router.

Navigate to Networking — Endpoint
Management. Select Options. Place
a checkmark in enable
Provisioning Server
Forwarding, and click Save.

Configure Endpoint Management on
Each respective unit- order

Start with remote IPC-R’s/REOs
Enable provisioning forwarding.
Perform inventory on IPC-C

Next, you will be prompted to Save
or Restart the Service. Click
Restart the Service.

v
Q44181
"

7 Home

-] System

- Networking
¢ [] Endpoint Management
[ Enterprise Back End STNS
-] hetwork Configuration b

t-[0) Reaig

Qj‘gLuguutJ

Endpoint Management

Status | Configuration | Options | Backup | Help

Provisioning Service

This unit can act as a Provisioning Server forwarder. The required protocols will be
permitted and forwarded to the specified Provisioning Server if this option is enabled:

The master Provisioning Server is specified on the Secure Endpoint Manager (SEM)
server.

Enable Provisioning Server Forwarding:

Cache Data
Endpoint Management
Status | Confiquration | Options | Backup | Help

Configuration Saved

‘You must restart the service before the changes will take effect.

Save Only ] [ Restart Service
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Log onto the IPC-Controller, under
Networking, Endpoint
Management, and
Configuration, click Inventory
Community. Once completed, the
endpoints will need to be allocated
in SEM, and the service will need to
be restarted.

Once scanning is completed. You
will be prompted to restart the
service. Click Restart Service.
Only the endpoint management
service will be restarted.

Next, log into the SEM server.
Navigate to Networking -
Endpoint Management -
Options.

Enter the IP Address of the CMA
Server under the Primary
Management Station.

At the bottom of the page, add in the
CMA Server’s IP address as the
Provisioning Server.

Click Save. Click Restart Service.

74 Home
(] 5ystem
143 Netwarking
[) Community Bridge
|] Endpaint Management
|) Enterprise Front End STNS
|] Netwarke Cenfiguration
|] Registration Restrictians
|] Remate Administration
(" Transport Configuration

$Logout
I
= | 7
Endpoint Management
J Status | Configuration | Backup | Help

Perform Community Inventory

Inventory: r

This action will gather all the available endpoint information from rermote nodes and build the routing
able

Inwentory Community:
k

-
Please Wait!

Scanning nodes! This may take several minutes!

Configuration Saved

rou must restart the service before the changes will take effect.

Save Onhy Festart Service

Please Wait!

Starting Service. .,

7 Home
-] System
-4 Networking
] D Endpoint Management
[ Enterprise Back End STNS
D Network Configuration
D Reqistration Restrictions

: %Lug out
tecure Endpoint Manager
. | (SEM)
d Status | Confiqurstion | Options | Backup | Help
Primary Management Statisn: | 4
Enter the IF address of the Pnmary Management Station.
192 168 60 222
Thiz 1 sddress e
Secondary Management Station:
Erger the 1P address of the Secondary Mansgement Station, 192 162 60 ES
The Secendary ‘wil be permated to the SEM Endpoint L
interfaces.
Tertiary Hanagy Additional Optians.
TFTP Server:
Ertar the 18 addis
Enler the [P addross of o TFTP server,
The Terbary Mang
interfaces. SEM will Formard incoming TFTP requasts from end peints in tha community 16 this
B #rovisioning Server:
Enter the [P address of TOVIRORING SEMVEr. 190 168,60, 222

ing requness from e points in the

SEM will i

Save
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Summary: Configuring the CMA Server

Checkist:
Established STNS Stream
H.323 gatekeeper running on IPC-Router(s) and/or REO unit(s).
Secure Endpoint Manager configured. Ee——

POLYCOM' | €MA 5000 ™
Each of the following steps must be
done in the order specified in this
manual.

Log into the CMA Server. Under
Admin — Gatekeeper Settings —
Primary Gatekeeper, uncheck
default Gatekeeper.

Under Admin — Dial Plan and
Sites — Sites, highlight My
Region:Primary Site. Inthe left
menu, click Edit Site
Provisioning Details.

Routed Madel

dao's

SITE ACTIONS

& add
& edit

E Edit Site Provisioning Details
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POLYCOM | CMA 5000

Under the Site Provisioning
Details, the H.323 settings needs
to be changed to use gatekeepers
specify Gatekeeper IP address

which is the nearest directPacket . LS
IPC-R's IP. S Usa Gatekaopar () This barer
H.33 Sastinge (8 Speay

Provisiseing Settings e 1P Addregs 10.44.15.8

of Sarvice Sitngs

Use Gatekeepes for Mulipoint Calii | Dynamic | » |
ettings —

POLYCOM'| cMA 5000
Next, under Admin — Dial Plan
and Sites — Sites, highlight My
Region:Primary Site.

Adrmin

Select Subnets and add a Subnet
for the LAN.

For example: 192.168.5.0/26

POLYCOM | Cwa 5000

v tvigd
a4l | SeAnstIP Address Pk
# 4, Ealats
wre
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Summary:
Connecting CMA desktop clients to the CMA server in
local and disparate networks.

Checkist:
Established STNS Stream

H.323 Gatekeeper running on IPC-Router(s) and/or REO
units.

Secure Endpoint Manager configured.

CMA Server configured for STNS community

In remote locations, each CMA
Desktop client will use the IPC-R as
a provisioning server to
communicate with the CMA Server.

On the workstation, open up the
CMA desktop and click on Menu
and Sign In. There are

provisioning server options for Poyeem i Desiop Preferences |

Automatic or Specify. o i ]
:e:. Speay provisioning server:

CMA Desktop on same subnet: ttves Nt

automatic or manual psds , i

configuration can be performed to e e

specify the CMA server as the Sesnes e

provisioning server.

CMA Desktop on disparate
network: If a CMA desktop client
is not in the same subnet, or in a
disparate network, the provisioning
server will need to be specified to =
use the directPacket IPC-R or REO —_ =
unit. H‘ 1

REO: When setting up the REO unit through the REO Wizard, verify the E164 is the same as the number provided
through CMA Administration.

E164 set to 5551

User given E164 5551 P TN
=
T ] §>

=T User1 with E164 5551

L Ly
N

IPC-R: The E164 must be provided in CMA Server, and prefixes must be specified in the dial plan. Hierarchy must be
run to be properly routed from the IPC-Controller. See the IPC Platform Setup & Reference manual for more
information on community setup.
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Each endpoint will need to be connected to a gatekeeper. In remote locations, endpoints will use the gatekeeper within a
directPacket IPC-R which will also facilitate communications to the CMA server.

Message: “Checking
connection to server.”
Message: “Unable to connect
to server. Retrying...”

Not able to receive video calls.

These messages illustrate the inability for the provisioning protocols to reach
the CMA server. On the IPC-Router or REO unit, verify provisioning server
is enabled under Endpoint Management and restart the Endpoint
Management service. On the IPC-Controller, run inventory under Endpoint
Management and restart the Endpoint Management service

If you are still unable to log in, contact a Direct Packet technician.

Verify the E164 is set correctly in the CMA server.

Run hierarchy on the IPC-Router. This will tell the IPC-Controller where the
endpoints or CMA Desktop is and how to route calls appropriately.

If you are connected through a REO, re-run the setup wizard.

directPacket Research | www.directpacket.com



	2 Establish the STNS Stream
	Intro
	1 The IPC Community
	2.1 Log on to the IPC-Controller.Using the left hand navigation pane, navigate to Networking - Enterprise Front End.
	3 Configure H.323 Community
	9 Troubleshooting

