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DVN Server

Remote VPN User 4 IPC Router

-~ IPC Controller

The Secure Dedicated Versatile Network (DVN) Server is a hardened internet facing device with its own integrated firewall
technology designed to defend itself in hostile environments. Its primary functions are to perform signaling and media
validation and to provide the secure transmission of IP video, audio (SIP/H3.23), an provisioning packets without modifying or
impeding the integrity of such packets.

The Secure Dedicated Versatile Network (DVN) Server is positioned in the Internet Cloud and listens for Secure connection
requests from Industry Standard VPN clients.

The communication between the IPC Controller and the Dedicated Versatile Network (DVN) Server is established via one
single TCP (only)* TLS/SSLv3 AES 256 bit encrypted stream. The communication between the Dedicated Versatile Network
(DVN) server and a VPN client is established via industry standard VPN protocols. Once the link between the DVN server and
the VPN client has been established the solution then directs all video, audio, and provisioning packet transmissions to the
secure IP controller which then disseminates those packets to their corresponding destination within the Secure IPC
Community.
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Summary: This section will walk you through configuring IP settings and connecting your DVN Server to your IPC Controller.
Checkist:

You need the following directPacket devices:
DVN Server

IPC Controller

Configure your notebook IP address to 192.168.81.2 with
a subnet of 255.255.255.0.

Connect a notebook via the service port on the IPC
Controller using a crossover cable.

Open the URL: http://192.168.81.1
This URL is only accessible from this port.

Once the following page is displayed,
login using:

Username: admin
Password: 12pilot34
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74 Home

. . (] System
Once successfully logged in, you will see the page & EyNetworking
displayed above . [7) Dedicated Versatile Network
- i -[] Endpoint Management
*[7} Enterprise Back End STNS
First, we will configure the network ports. Select | ] Network Configuration
. ! '.[]] Reistration Restrictions h
Networking and then select Network ) Iransport € P
Configuration. " PhLogout
tartace Ormions | [ntesfecs Suromace s 17 Chack. | fastname. | Soution snd Gatews
Active Hetwork Interfaces
Mame Type mctmask Activate at boot?
ethg Ethemet Tes
L1 Etharret 155 I55.0 The
Servce Port  Etherret [Virtuel) 2352952550 Yea
i EEhemet ;u.:ss.i:»s.a Tes
8 Conphnck Heonn e

, Clicie this buttes to actrvate the current boot-time interface and routing
Apply Canbiguistn | enttings, ae they normaly weed b atar & raboul Warning - this ik make
‘your system insccessible via the network, and cut off sccess to ths machine.

Networking
Select ethO. Lotarface Ootinns | lnterface Summary and [ Check | Mostasme | Boufing snd Gatewss
DNE Servers
Set the IP address, Netmask, Broadcast and MTU
settings of your choice. If there isn't a preferred MTU e s
setting, use 1500. Once completed, click Save. o:h0 .
nrn::an oo, UUU.UUU oo
HTU 1500
Activate at boot?  ves o
[ Sove Sinwve nna Apply
Netwarking
Select the Routing and Gateway ||nk Jn::::xy; | Intestace Surrecs sod 1P Chech | sasname | Reutng sod Getewsy
Click the Interface drop down and choose ethO and SISO
specify the Gateway settings. Gairary inratn Gatvaey
C“Ck Save. rewtes |m--1-.--|nu-: i Dewmation Gatmway b Une

Hetmask [
Yoamant et et
Aoply Conbgumecn
Select DNS Servers and enter in the appropriate DNS oo T R
servers you have received from your network 0.0 00 00
administrator. -
| Save |

Select the Interface Options link and click Save and
then click on Apply Configuration.
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Under Interface Summary and IP Check, verify the
Speed and Duplex are set to 100 or 1000 Mbits Full for
ethO and that there is no IP conflicts detected. If there is

an IP conflict, please revisit the IP configuration and e e
verify your network settings. e S
i Conmetactidt i

74 Home
Navigate to Networking and Enterprise Back End 4 Cunetworking
STNS. Enter the IP Address or host name of the IPC % Mm@ e

H Endpoint Mansgement A
Controller. |7} Enterprise Back £nd 574 Temnas

[ Network Configuration
-] Reaistration Restrictions

If you are using a proxy server, enter the address and C,Tmsgm e
TCP port of the HTTP proxy server and authentication -+ fhleaout
information if necessary. Otherwise, leave them blank. ﬂ

Scroll to the bottom of the page and click Connect.
Watch your browser, and do not navigate away from this
page. This process can take up to 120 seconds.

Summary: Configuration of H.323 and hierarchy settings within DVN.
Checkist:
DVN Server Setup waiting for connections.

H.323 Configuration

In the left hand navigation pane, choose: Transport
Configuration and then H.323 Configuration.

Bapc Qptons | EiSs fcwrts Qotona | Msighbor Ooterg | Bachue Configuraton
lust Begistered Endogints izt Salls Miscarchey Setup
ﬁ Home I I
Change the Gatekeeper to a unique name. For example: () Svstem ——
-GNethrkmg Tha Gatakeapar is NOT running
DVN1, DPDVN1, DVNOL1. ] {_yTransport Configuration

|]H.323 Confiquration .
%\ Logout

Click Save and then Start/Restart Gatekeeper.
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Press the Start/Restart button. The process can take
up to two minutes to complete. Watch the browser’s
progress indicator and do not navigate away from this

page.

Once the process is complete, the user will be redirected
to the status page shown below.

Navigate to Networking and Enterprise Back End
STNS. Enter the IP Address or host name of the IPC
Controller.

If you are using a proxy server, enter the address and
TCP port of the HTTP proxy server and authentication
information if necessary. Otherwise, leave them blank.

Scroll to the bottom of the page and click Connect.
Watch your browser, and do not navigate away from this
page. This process can take up to 120 seconds.

The DVN Server is now connected to the IPC Controller
and integrated into the IPC Network.

Please Wait!

Starting Service...

The Gatekeeper is runninglll

L4

Swp |
Staniestan

Basic Options for H.323 Transport
Hame of Gatekeeper:
Qnly the following characters are
Bowed: DVNI
Letters, Numbers, Myphen and
Underscare
Bandwitth Hanagemenl:

& Coeabind ) Khite par pacond:

This is the total allewed Bandwidth
Ehrugh thus conteolier.

Always Route Fayload:

Enabia this option if you want thie una
i RTE payload wred

8 et o s i
sw the erdpants to sttempt o
exchange of the ATP poylaad.

Save

Home

()svstem

13 Networking

! |.[') Dedicated versatile Network
-] Endpoint Management

[ Enterprise Back End STNS
[ Network Cunﬁgurm_L

D Reqgistration Re Back End STNS Configuration
(] Iransport Configt Untevprive [k
-\ Logout
LEODITIE0 UPOoes. | EINAGS COMTUMET Ry | BACE. Confidstate
TS Stats
tist Eamaectrdt
Back End ST Options
Frant Eai coatraier's P atdress or best same
00,000,009 000
TGP Dot this Back Iref st miluse £ commuricats with the Frost Endunt. gggie
il e et 843 Make cartan the poet bitac i th el
w3 it on the carparate frenal
Prowy Server Configuration (Optsesal)
HITP pray B or hustrame:
Thin aptien i enly asplicasts # the STHS TP part batad abave in 80 21 443
Lairom 1 fekt bt # veus hisbmerk o et uiing an s graay server
ot F 7ind o hiom whit S 1
samn
. v parar is Wersacht Bracy or P54 ssresr snd wiay
Irkagratnd Wirdoms Authantiosson o Ative Dewctoes sthardicsen. Lawés ot
ield blark fee Sased8 encodig or Eatie Asthatication
Status
Connected!
256-bit ALS Encryption Active!
Disconnict
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Summary: Configuration of Endpoint Management for use with the SEM server and provisioning data where needed.
Checkist: DVN Server awaiting connections. Established IPC Community. SEM Server with endpoint management modules

on IPC Controller.

Next, we need to list which endpoints will be traversing
the firewall.

Navigate to Transport Configuration, H.323
Configuration, and Hierarchy Setup.

Place a checkmark in the Auto Configure for STNS

and click Auto Configure. The E164’s for all registered
endpoints will show up in the E164 digits field. Remove

any E164 which you do NOT wish to traverse the
firewall. Prefixes can be added at this time if desired.
Click Save and then Start/Restart Gatekeeper.

Once a user has connected to DVN, their H.323
connection can be listed under Transport
Configuration, H.323 Configuration, and List
Registered Endpoints.

To allow provisioning and endpoint management, the
Endpoint Management service must be configured. In
the following steps, the endpoints will be configured
through the DVN server.

Navigate to Networking — Endpoint Management —
Configuration.

74 Home

B-_1System

{71 Networking

3 Transport Configuration
[7] H.323 Configuration

-\ Logous A

1223 Configuration

e ————————
o R

STHS Front-Cnd Controller Detected?

Auto Configure for STHS: [ Aulo Configuie

. | H.323 Configuration

BamsCstiess | EiAdNmwcteCstucs | Bmsbbe: Osuns

List Begutersi Endoonts | LatCals | b

Sut e Fload | 09 =
pRA——

s ey Wt Ersdpmsiven

Count  iype st I Andres HAESIDS  Eisd's  Prefiees

/A Home
+ Camatsm
i Metwerking
]
_] Endogint Mangasmant
_Jictiaricien Lacs Lod S1HG
JW—'&M—‘-
;‘J" Endpoint Management
A
Status | Configuration | Options | Backup | Help
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Methods to add endpoints to the SEM management
scope:
a) Scan Address Pool.
The following formats are allowed:

CIDR —192.168.1.0/24

Range —192.168.1.1-254

Wild —192.168.1.*

Combo —192.168.1-6*

Previous scans will be saved in the IP range field.

b) The DVN server can also search the H.323
registration table. There will be a checkbox under
Scan Address Pool section. Simply check the box
and click Scan.

¢) Manually Add endpoints. These addresses will nto

be saved in the fields.

Once scanned, you will be prompted with Save Only or
Restart Service. Click Restart Service.

Once the service is restarted, the IPC Controller must
inventory the IPC-Routers and DVN server to manage
endpoints.

Log into the IPC-Controller. Navigate to Networking —
Endpoint Management — Configuration.

Click Inventory Community.

S |

P Rodress:

Endpoint Management

Confisurtion | Cotens | Sadue | bele

b

Configuration Saved

‘You must restart the service before the changes will take effect.

Save Only ][ Restart Service ]

Endpoint Management

Status. | Confiourston | Backus | lels

Perinem Commanity Invenioey
Inventary:

Thes sctn well gather ol B wusdable sndpesrt infrmtion from remate nodaes and budd the mutin

Inveriory Communty

Updats Comminity
update;

e wssdate el rmstart he Erdgterd Maragement Serates oo all remote sedes
SWANING® This will disrupt comenunicationt

Update Commurnty
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The IPC Controller will take an inventory of the IPC EIa
Routers and DVN server. Once complete, click Restart
Service. This will not interrupt any existing calls and will
only restart the Endpoint Management service.

Searning rodest This may take sevaral minsest L

-

Configuration Saved

You must restart the service before the changes will take effect.

Save Only H Restart Service

r
Please Wait!
Starting Service... L
‘1 The Endpoint engine is r
Star/Restart

Endpoints in Community

Count Endpoint Name Physical Address Remote Node Location Delete
1 Hdx22 0:E0:DB:10:65:3F JLiMYQ =

Delete Al []

Delete Selected

Endpoint Management configuration is complete.
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Summary: Configure master SEM unit and Endpoint Management modules.

Checkist:
DVN Server Setup waiting for connections

Select Networking — Dedicated Versatile Network on the
left hand menu.

Select Start/Restart to start the DVN service.

Users are setup under Authentication. There are no
limits to the number of users in the system. Multiple
users may use the same login. Licensing is based on
concurrent connections.

Under Connections, if there are any active calls they will
be listed and can be disconnected if necessary.

74 Home

-] System
£ yNetworking

i 1.[7] Dedicated Versatile Networlc
[ Endpoint Management

|7 Enterprise Back End STNS
[] Network Canfiguration

-] Redistration Restrictions

{]Transport G h
*Fhleaout Dedicated Versatile Network (DVN)

Status | Authentication | Connections

The DVN Server is NOT runningl!t

3

Stop

_StariRestart |

Dedicated Versatile Network {DVN)

Status. | Authenticaticn | Connections

The DVN Server is

LJ

(sta |

: StarjRestan

Dedicated Versatile Network (DVN)

Status | Authentication | Cennections

Local DVN Users

User Name: Set Password B:l:rte
o
[m]
=]
o
o
[m]

Dedicated Versatile Network (DVN)

Status | Authentication | Connections

Connections
Disconnect  User Name Source IP Point to Point IP  Connecion Time

Disconnect
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6 Configure Windows VPN Client

Summary: Configure master SEM unit and Endpoint Management modules.
Checkist:

DVN Server Setup waiting for connections

Windows Client with a network connection.

Although Windows Vista, Windows XP and Windows 2000 are able to connect using PPTP connections, this manual will only
cover Windows 7.

6.1

R ’ F 4 ControlPonel » |48 C: w4y i) »

In the Control Panel and Network and Sharing Center, [ —— )
choose Set up a new connection or network. N View your bsic networknfomation and set p comections

Manage wireless networks * & ° Sex full map

oo sdagdes ety oer Netwerk Iaternat

Change advanced shanng {This computer)

i Wiew your active networks < ct or o ct

Po i S

Change your netwesking sengs

s e up 2w conmactn o etwork
et up 8 wieless, broadband,dial-u, a4 hox, or VP comnection o e up 8 routeror sccess eind.

A Comaction netmok
P2 ved, disiup, or

Seestio et

e o Croose omegoup andshasing cp

Intermet Dptians

ey ] Toubleshont srsbiems

Wi Frewal

6.2

On the Set Up a Connection or Network dialog, choose
No, create new connection. Then choose Connect
to a workplace.

hoose 3 connection option

g Comeatwhelntemet
Setug 2w

Do you want to use a connection that you already have?

@ Mo, create 3 new connection

5 Yes, Il choose an esisting connection

6.3

Next, choose Use my Internet Connection (VPN).

Hew do you want to connect?

2 Use my Internet connection (VPN)
Conemet

N — @

# Dial directly
Caneect diewthy 104 b

A B

Mihein s VP omnextiun?
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6.4

Enter the Internet Address of the DVN Server and enter ;
a destination name. tupnthe Iametackiress 5 connact 15

Vo tical i ; T

Check Don’t connect now, just set it up so | can
connect later.

1] Use & srviaet card
1] Al cther people o we thn connecton
Thes option all

F|Den ip 52l

6.5
Click Close.

The connection is ready 1o use

™

6 6 e o —
. e —— J
. . . L S "
We need to modify the properties of the VPN connection. s “““”""“ > - @
In the Network_ing and Sharing Center, choose Change . e et wane
Adapter Settings. Y Tofetnideet o
B, ey BT
Right Click on the DVN connection you just created. i
1 * Setup
Choose Properties. =3 i Bluetooth Network Connection
* 3 - ; Mot connected
:‘"‘;’” 3 :-“-: x Bluetooth Device (Personal Area ...
sl = “ DVN-AUSTIN
Lol Disconnected
) WAN Miniport (PPTP)
- II Local Area Connection
g MNetwork
@7 Realtek RTLB168B/8111B Family P...
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6.7

In the properties, select the Networking Tab. Then
select, Internet Protocol Version 4(TCP/1Pv4) and
click on Properties.

6.8

Click Advanced.

Next, Uncheck Use default gateway on remote
network. If this is left checked, all of the traffic
will be routed through the DVN server. Asa
result, web pages, email, and any other services
will not be work properly.

Click OK and OK.

6.9

Next, under the Security tab, select Point to Point
tunneling Protocol (PPTP) under Type of VPN.

Click OK.

6.10

The VPN connection is setup and complete. The system
can log into the DVN network and place audio or video
calls with a username and password provided by the
administrator of the DVN server.

Where provisioning data is necessary, such as PVX, the
IP of 172.20.1.1 is the IP for the H.323 Gatekeeper.

Transmission Contrel Protocol/ntemet Protocol. The defauk
ek

scroes dverse nercornected networks.

Yous cars g IP L A s ek,
gu oo secred sy d s
axdersstsalon o the appropriats 1P sefings.

v

JEEN
PRS- TTEET
1 e Exdemaiie| | Ptomiatic

E Point to Point Tunneling Protocal (PFTF)

— |Layer 2 Tunneling Protocol with |Psec {L2TP/IPSec)

Secure Socket Tunneling Protocal (SSTP)
IKEv2

B Auw lhewe pro
EAR MECHAPvE

e T
ary of Wrewe probocdls for other VPN boes.

7] Unenceypied passwned (FiAE)
| Chalnnge Handshakie futherncation Pratncol {THAP)
[ Mersoh CHAP Version 2 (MS-CHAP v2)

70 Automaticslly use my Windows logon name and
paswierr fand domain, f amy)

T
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7 Mac Client Configuration

Checkist:
DVN Server Setup waiting for connections
Apple Client with a network connection.

7.1

To set up a VPN connection, open up the settings panel

in OSX. Click on Network. Location: (Auomatie )
Click on the + sign on the bottom left corner to add had Stas: On (Tum Airpar Off )
another network connection. e i
[ pene e — |
A Ask ta juin new networks

T 1 Show AisPart status in menu bar (Advanced ) (7}
14" Clek ok 10 v s crangas st )

7 2 Select the interface and enter a name for the new service.

. i [ Airport B3
In the next dialog box, change the Interface to VPN. AN ]
Choose PPTP as the VPN type. (“Create )
Change the Service name to DVN or a name that
COrreSpOndS to your DVN server. Select the interface and enter a name for the new service.

: Interface ¥ AirPort
Click Create. FireWire

Service Nam Ethernet

Bluetooth DUN

Select the interface and enter a name for the new service.

Interface: [ VPN H

VPN Type ¥ L2TP over IPSec
Service Nam Cisco IPSec

Caanee) (o)
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annN Network

(L) [srow | Q

The VPN connection is now created. To configure the
connection, select it in the left pane under Network.

Location: | Automatic

o Ethernet oo
R Status: Nt Configured
@ FireWire
@ Ncbort = C Default 2]

Server Address:

Account Name:

{ Connect )

v [ Show VPN status in menu bar (Advanced ) (7)
I o —_—
7 Click the lock to prevent further changes. (_Assist me. ((Revert ) (_Apply )
Enter your name and password. Click OK and save VPN Connection
changes. Close out of Network settings. |

You will be able to connect to the DVN server through
the VPN connection at anytime by selecting it in the drop
down panel on the top of the screen.

Please enter your name:

Please enter your password: E

Cancel E oK 3

T

The VPN connection is setup and complete. The system
can log into the DVN network and place audio or video
calls with a username and password provided by the
administrator of the DVN server.

Where provisioning data is necessary, the IP of
172.20.1.1 is the IP for the H.323 Gatekeeper.
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